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Introduction

Purpose

Audience

Definitions

The TSSWCB network infrastructure is provided aseatral utility for al
users of TSSWCB Information Resources. It is imguart that th
infrastructure, which includes cabling and the asged equipment such
routers and switches, continues to depelath sufficient flexibility to mee
user demands while at the same time remaining tapab exploiting
anticipated developments in high speed networkéahriology to allow tt
future provision of enhanced user services.

The purpose of the TSSWCB Network Configuration usi&g Policy is tc
establish the rules for the maintenance, expanaimh use of the netwc
infrastructure. These rules are necessary to m@ske integrity, availabilit
and confidentiality of TSSWCB information.

The TSSWCB Network Configuration Securi®olicy applies equally to
individuals with access to any TSSWCB InformaticgsBurce.

Information Resources (IR): Any and all computer printouts, online disf
devices, magnetic storage media, and all compatated activities involvin
any device capable of receiving email, browsing Véitles, or otherwis
capable of receiving, storing, managing, or tratmg electronic da
including, but not limited to, mainfrarag servers, personal comput
notebook computers, hameld computers, personal digital assistants (P
pagers, distributed processing systems, networkclatd and compu
controlled medical and laboratory equipment (i.eabedded technolog
telecanmunication resources, network environments, taaph, fa
machines, printers and service bureaus. Additignilis the procedure
equipment, facilities, software, and data thatdesigned, built, operated, ¢
maintained to create, collect, redprprocess, store, retrieve, display,
transmit information.

Information Resources Manager (IRM): Responsible to the State Béxa:
for management of the agency’s information resauréte designation of
agency information resoces manager is intended to establish
accountability for setting policy for informationesources managem
activities, provide for greater coordination of thete agency's informati
activities, and ensure greater visibility of sudtidties within and betwee
state agencies. THBM has been given the authority and the accoulitiabiy
the State ofTexas to implement Security Policies, Proceduremctiee
Standards, and Guidelines to protect the InformaResources ahe agenc
If an agency does not designate &M, the title defaults to the agenc
Executive Director, and the Executive Director ésponsible for adhering
the duties and requirements of an IRM.
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Definitions, continued Information Security Officer (1SO): Responsible to executive manager

Networ k
Configuration
Security Practice
Standards

for administering the information security functiomwithin the agency. TI
ISO is the agency’s internal and external pointafitact for all informatio
security matters.

Information Services (1S): The name of the agency department respor
for computers, networking and data management.

* TSSWCB Information Services owns and is respongii¢he TSSWCI
network infrastructure and will continue to mandgeher developmen
and enhancements to this infrastructure

e To provide a consistent TSSWCB network infrastrieteapable ¢
exploiting new networking developments, all cabling musinistalled b
TSSWCB IS or an approved contractor.

e All network connected equipment must be configuited specificatio
approved by TSSWCB IS.

* All hardware connected to the TSSWCB network isetttto TSSWCE
IS management and monitoring standards.

* Changes to the configuration of active network ngengent devices mt
not be made without the approval of TSSWCB IS.

* The TSSWCB network infrastructure supports a wlefined set ¢
approved networking protocols. Any use of rmamctioned protocc
must be approved by TSSWCB IS.

* The networking addresses for the supported pratoeoe allocate
registered and managed centrally by TSSWCB IS.

e All connections of the network infrastructure toteexd third party
networks is the responsibility of TSSWCB IS. Thisludes connectiol
to external telephone networks.

* TSSWCB IS Firewalls must be installed and configufellowing the
TSSWCB Firewall Implementation Standard documeoitati

* The use of departmental firewalls is not permitteithout the writtel
authorization from TSSWCB IS.

e Users must not extend or t@nsmit network services in any way. 1
means you must not install a router, switch, hubwioeless access po
to the TSSWCB network without TSSWCB IS approval.

e Users must not install network hardware or softw#nrat provide
network services without TSSWCB IS approval.

* Users are not permitted to alter network hardwaniy way.
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Disciplinary Actions Violation df this policy may result in disciplinary action vehi may includ

Supporting
Information

Reference #

12

15

19

20

References

termination for employees and temporaries; a temtion of employmel
relations in the case of contractors or consultaditamissal for interns al
volunteers; or suspension or expulsionthe case of a student. Additionz
individuals are subject to loss of TSSWCB InforroatiResources acct
privileges, civil, and criminal prosecution.

This Security Policy is supported by the following Security Policy
Standards

Policy Standard detail

The IR network is owned and controlled by IS. Ap@lomust be obtaine
from IS before connecting a device that does nehpdp with publishe
guidelines to the network. IS reserves the rightetnove any networkevice
that does not comply with standards or is not aersid to be adequat
secure.

All changes or modifications to IR systems, netwgonirograms or data m
be approved by the owner department that is regigerfer their integrity.

IR computer systems and/or associated equipmeidt faseagency busine
that is conducted and managed outside of agendyotonust meet contractt
requirements and be subject to monitoring.

External access to and from IR must meet apprepnatblshed agenc
security guidelines.

Copyright Act of 1976

Foreign Corrupt Practices Act of 1977

Computer Fraud and Abuse Act of 1986

Computer Security Act of 1987

The Health Insurance Portability and Accountabiityt of 1996 (HIPAA)
The State of Texas Information Act

Texas Government Code, Section 441

Texas Administrative Code, Chapter 202

IRM Act, 2054.075(b)

The State of Texas Penal Code, Chapters 33 and 33A
DIR Practices for Protecting Information Resourkssets
DIR Standards Review and Recommendations Publitatio
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